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1. Which scenarios duplicate every component in your design so that the system can continue to operate in

case of failure of any one component?

A. Use a clustered firewall with two separate Cisco switches, one for internal, one for external.

B. Use a clustered firewall with two Cisco switches, one attached with VLANs to the inside and outside of

the first firewall, one attached with VLANs to the inside and outside of the second firewall. The Cisco

switches bridge to each other internal to internal and external to external. There is no spanning tree.

C. Use two serial links into two Cisco routers, into two firewalls into two internal Cisco routers. There are no

shared networks, but the Cisco pair, firewall pair, and internal Cisco pair each have point to point links

between them. The whole system runs OSPF. There is no clustering, but FW1 state sync is configured.

Answer: BC

2. What statement about security practices is NOT true?

A. Your system is only as secure as its weakest link.

B. Many Nokia channel partners can provide a complete security audit and system.

C. Human factors, such as password choice, can be as important as choosing the right equipment.

D. The security administrator only needs to monitor log files when the firewall software sends an alert email.

Answer: D

3. Which statement is true about restoring a backup set to a newly replaced unit?

A. The restore must be initiated from the bootmanager.

B. Restoring a backup requires serial login to the IP platform.

C. The firewall must have its license installed before restore is run.

D. The replaced disk must be exactly the same size as the failed disk.

E. The replacement firewall must have the save software and software version of the failed firewall.

Answer: E

4. Which command is valid within clish?

A. ipsoinfo

B. netstat -a

C. show route

D. show config

Answer: C

5. Which three aspects of the Nokia solution provide cost benefits vs. using Checkpoint FW1 on the

Windows platform? (Choose three.)

A. the ability to manage the system using a lightweight VNC session

B. the ability to integrate out of the box with dynamically routed networks

C. the ability to manage policy remotely via the Checkpoint SMART Dashboard

D. the ability to scale the solution using dynamically load-balanced Nokia clustering
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E. the ability to manage the system using a lightweight ssh session or serial console

Answer: BDE

6. Which Layer 2 role can Nokia IPSO platforms fulfill?

A. Bridging

B. Spanning Tree

C. Frame Relay Switching

D. Network Address Translation

Answer: A

7. When you save the current configuration in Voyager, this is written to a single file on disk in which

directory?

A. /etc

B. flash:

C. /config

D. /var/etc

E. /config/db

Answer: E

8. When you apply changes to the current configuration in Voyager, some system files such as the hosts file

are immediately rebuilt so that packages can find the information more easily. Where are these files kept?

A. /etc

B. flash

C. /image

D. /var/etc

E. /config/db

Answer: D

9. Which is NOT a valid IPSO boot-manager command?

A. ls

B. boot

C. setenv

D. sysinfo

E. raidinfo

Answer: E

10. Which IPSO root ( / ) level directories are actually read-write partitions? (Choose the ONE answer that

lists ALL of the right partitions.)

A. /config, /var

B. /config, /opt, /var
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C. /config, /image, /var

D. /config, /image, /opt, /var

E. /config, /etc, /image, /opt, /var/etc, /var/log

Answer: B

11. Which three advantages might you gain by using a dedicated remote syslog server, over using the local

text-based syslog files? (Choose three.)

A. object ID information

B. multiple indexing and searching

C. guaranteed delivery of log events

D. retention of facility and severity fields

E. a separate audit of login events in case of malicious activity

Answer: BDE

12. Which syslog-written log file contains the majority of useful messages on IPSO?

A. /var/log/messages

B. /var/adm/messages

C. $FWDIR/log/fw.log

D. /var/log/httpd_error_log

E. C:\WINNT\SYSTEM32\FWLOG. TXT

Answer: A

13. Which two trap types would be sent to a newly configured SNMP manager by a newly configured IPSO

unit? (Choose two.)

A. coldStart

B. linkUp/linkDown

C. clusterMemberJoin

D. systemOverTemperature

E. systemTrapNoDiskSpace

Answer: AB

14. Which combination of tcpdump flags provides extra information about packet MAC addresses and more

detailed information about the contents?

A. -e -v

B. -q -s

C. -v -v

D. -R -z

E. -a -R -e

Answer: A
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15. Which command allows you to view the main system log file in real time?

A. vi -f /var/log/messages

B. tail -f /var/log/messages

C. tail -20 /var/adm/messages

D. tail -20 -f $FWDIR/log/fw.log

E. tail /var/admin/messages | more

Answer: B

16. In VRRP version 2, the original master router is automatically assigned the highest possible priority.

Everything is currently working correctly, and all machines are up. Which priority is seen on the wire if

everything is currently working correctly and all machines are up when using VRRP version 2?

A. 1

B. 31

C. 63

D. 99

E. 255

F. 1023

Answer: E

17. In VRRP Monitored Circuits, a failed master firewall comes back online after its backup has been

providing service in its place for ten minutes. Which process most accurately describes the way it takes

over as master again?

A. It increments its priority over time until it takes over.

B. It listens to the messages from the backup and negotiates a schedule for reassertion.

C. The backup is in charge, sees ping results from testing the master start to succeed, and causes failover

by rebooting itself.

D. It sends new link state information, and adjacent routers recalculate the optimum route based on the

lower cost of the master.

E. It sees that the packets on the wire have a lower priority than its own and takes over without giving

advance warning to the operational master.

Answer: E

18. In VRRP Monitored Circuits, VRID #1 is used both externally and internally (two hubs), with a starting

priority of 99 on a master firewall, and a starting priority of 98 on the two interfaces of a backup firewall.

Each interface on each firewall monitors its opposite interface with a delta of 10. The external interface on

the master firewall fails. After 5 seconds, which priorities can now be seen in the VRRP hello packets on the

wire?

A. 88 external, 98 internal
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B. 89 external, 89 internal

C. 89 external, 99 internal

D. 98 external, 89 internal

E. 98 external, 98 internal

Answer: E

19. VRRP (in version 2, Monitored Circuits and Simplified) can be considered to provide resilience at which

single layer of the OSI model?

A. L1

B. L2

C. L3

D. L4

E. L7

Answer: B

20. Which three statements are true about administering an IPSO cluster as a whole using Voyager?

(Choose three.)

A. You should log in with the special username "cadmin".

B. There is a special separate web server that you should use that runs on port 88 by default.

C. You should access Voyager with a URL that addresses one of the shared, cluster IP addresses of the

cluster.

D. The account that you use in Voyager should exist on all boxes and must have the same password on all

boxes.

E. You must use Firefox only to access Voyager in this way because of the way that Nokia has used

Javascript to superimpose the Voyager pages from each node.

Answer: ACD
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