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Important Note, Please Read Carefully

Other VisualExams products

All visualexams IT Exam Products

Our products of Offline Testing Engine
Use the offline Testing engine product to practice the questions in an exam environment.
Build a foundation of knowledge which will be useful also after passing the exam.

visualexams Testing Engine

Latest Version

We are constantly reviewing our products. New material is added and old material is revised. Free
updates are available for 90 days after the purchase. You should check your member zone at
VisualExams and update 3-4 days before the scheduled exam date.

Here is the procedure to get the latest version:

1.Go to http://www.visualexams.com/

2. Log in the User Center

3.The latest versions of all purchased products are downloadable from here. Just click the links.

Feedback
If you spot a possible improvement then please let us know. We always interested in improving product
quality.

Feedback should be send to Visualexams@hotmail. com. You should include the following: Exam number,

version, page number, question number, and your login Account.

Our experts will answer your mail promptly.

Explanations
This product does not include explanations at the moment. If you are interested in providing explanations

for this exam, please contact Visualexams@hotmail. com.
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¢ Comprehensive questions with complete details

¢ Instant Downloadable in PDF form.

e Verified Answers Researched by Industry Experts

¢ Questions accompanied by exhibits.

e Drag and Drop questions as experienced in the Actual Exams.

e These questions and answers are backed by our GUARANTEE.

¢ Questions updated on regular basis.

e Like actual certification exams our product is in multiple-choice questions (MCQs)

Commitment to Your Success: At VisualTestExam.com, we are committed to you ongoing success. Our exams and

questions are constantly being updated and compared to industry standards.
Want to earn a Microsoft certification like MCSE, MCSE 2003, CCNA, CCNP? Thinking about getting
an A+ or CCSP?

A, CCSP or Network+ Certification with less effort and time. You will be astonished at the theoretical
and practical knowledge you will acquire in such a short period of time using our Certification Training
Products. Our Study material will enable you to pass your Microsoft, Your Cisco and any other
certification on the very first attempt.

Guarantee

Visualexams provides the most competitive quality of all exams for the customers, we guarantee your
success at the first attempt with only our Certification Question&Answers, if somehow you do not pass the
exam at the first time, we will not only arrange FULL REFUND for you, but also provide you another exam
of your claim, ABSOLUTELY FREE!
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1. Which Cisco Catalyst IOS command can be used to mitigate a CAM table overflow attack?

A. switch(config-if)# port-security maximum 1

B. switch(config)# switchport port-security

C. switch(config-if)# port-security

D. switch(config-if)# switchport port-security maximum 1

E. switch(config-if}# switchport access

F. switch(config-if)# access maximum 1

Answer:D

2. Which Cisco Catalyst IOS command is used to mitigate a MAC spoofing attack?
A. switch(config-if)# port-security mac-address 0000.ffff.aaaa

B. switch(config)# switchport port-security mac-address 0000.ffff.aaaa

C. switch(config-if)# switchport port-security mac-address 0000.ffff.aaaa

D. switch(config)# port-security mac-address 0000.ffff.aaaa

E. switch(config-if}# mac-address 0000.ffff.aaaa

F. switch(config)# security mac-address 0000.ffff.aaaa

Answer:C

3. In a Cisco ldentity-Based Networking Services (IBNS) implementation, the endpoint that is seeking
network access is known as what?

A. host

B. authenticator

C.PC

D. authentication server

E. client

F. supplicant

Answer:F

4. In an 802.1x implementation, the supplicant directly connects to, and obtains network access permission

through, which device?
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A. host

B. authenticator

C.PC

D. authentication server
E. client

F. supplicant

Answer:B

5. In an 802.1x implementation, the authenticator acts as a gateway to which device?
A. host

B. authenticator

C.PC

D. authentication server

E. client

F. supplicant

Answer:D

6. Which three keywords are used with the dotlx port-control command? (Choose three.)
A. enable

B. force-authorized

C. force-unauthorized

D. authorized

E. unauthorized

F. auto

Answer:BCF

7. Which two are typical Layer 2 attacks? (Choose two.)
A. MAC spoofing
B. CAM table overflow

C. route poisoning
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D. DHCP Starvation

E. ARP Starvation

F. spam

Answer:AB

8. Which three are typical Layer 2 attack mitigation techniques? (Choose three.)
A. switch security

B. port security

C. ARP snooping

D. DHCP snooping

E. port snooping

F. 802.1x authentication

Answer:BDF

9. What are three main components of the Cisco 10S Firewall feature set? (Choose three.)
A. Context-based Access Control

B. port security

C. authentication proxy

D. authentication, authorization, and accounting
E. Intrusion Prevention System

F. neighbor router authentication

Answer:ACE

10. CBAC intelligently filters TCP and UDP packets based on which protocol-session information?
A. network layer

B. transport layer

C. data-link

D. application layer

E. presentation layer

F. session layer
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Answer:D

11. The Cisco Identity-Based Networking Services (IBNS) solution is based on which two standard
implementations? (Choose two.)

A. TACACS+

B. RADIUS

C.802.11

D. 802.1x

E. 802.1q

F. IPSec

Answer:BD

12. Which command is required to specify the authorization protocol for authentication proxy?
. auth-proxy group tacacs+

. aaa auth-proxy default group tacacs+

. authorization auth-proxy default group tacacs+

. aaa authorization auth-proxy default group tacacs+

m O O W >»

. aaa authorization auth-proxy group tacacs+
F. aaa authorization auth-proxy default group

Answer:D

13. Choose the two commands that are used to enable the router's HTTP server for AAA. (Choose two.)
A. http server

B. ip http server

C. enable ip http server

D. http authentication aaa

E. http server authentication aaa

F. ip http authentication aaa

Answer:BF
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14. Refer to the output of a sh ip auth-proxy cache command below. Which port is being used by the client?

R2#sh ip auth-proxy cache

Authentication Proxy Cache

Client Name aaauser, Client IP 10.0.2.12, Port 2636, timeout 5, Time Remaining 3, state ESTAB

A. 1645

B. 1646

C. 1812

D. 2636

E. 2640

F. 8080

Answer:D

15. The SDF uses which type of file format, with a definition of each signature along with relevant
configurable actions?

A. ASCII

B. HTML

C. JPEG

D. Word

E. text

F. XML

Answer:F

16. What is the purpose of the ip ips sdf builtin command?
A. to load IPS on a router using the built-in signatures

B. to load IP on a router using the attack-drop signatures
C. to unload IPS built-in signatures

D. to delete the IPS built-in signatures

E. to load IPS on a router using the built-in micro-engine

F. to disable IPS on a router using the built-in micro-engine

Answer:A
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17. Refer to the exhibit. Given the output of the show ip ips configuration command, how many signatures

are active?

RZ#sh ipips conf

Configured SDF Locations:

flash:my-signaturas. sdf

Builtin signatures are enabled but not loaded

Last successful SOF load time: 03:55:17 UTC Mar 2 2002
|DZ fail closed is enabled

Fastpath ips is enabled

Cluick runmode is enabled

Event notification through syslog is enabled

Event notification through Met Director is disabled

Eventﬁ?&atmn throu h%DEE is d|sal:iuied
Total Signature
Total Ingktiv Signati n o |

signature 11070 disable
FPostOffice:HostiD:0 OrglD:0 Meg dropped:O
(Curr Event Butf Size:0 Canfigured; 100

Fost Office is not enabled - Mo connections are active
I0E Hule Configuration

IPZ narme SECURIFS
Interface Configuration

Interface FastEthernetD/

Inbound IPS rule is SECURIPS

Clutgaing IP'S rule is not et

A.0

B. 50

C.83

D. 100

E. 183

F. 1107

Answer:E
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