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Important Note, Please Read Carefully

Other VisualExams products

All visualexams IT Exam Products

Our products of Offline Testing Engine
Use the offline Testing engine product to practice the questions in an exam environment.
Build a foundation of knowledge which will be useful also after passing the exam.

visualexams Testing Engine

Latest Version

We are constantly reviewing our products. New material is added and old material is revised. Free
updates are available for 90 days after the purchase. You should check your member zone at
VisualExams and update 3-4 days before the scheduled exam date.

Here is the procedure to get the latest version:

1.Go to http://www.visualexams.com/

2. Log in the User Center

3.The latest versions of all purchased products are downloadable from here. Just click the links.

Feedback
If you spot a possible improvement then please let us know. We always interested in improving product
quality.

Feedback should be send to Visualexams@hotmail. com. You should include the following: Exam number,

version, page number, question number, and your login Account.

Our experts will answer your mail promptly.

Explanations
This product does not include explanations at the moment. If you are interested in providing explanations

for this exam, please contact Visualexams@hotmail. com.

Features
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¢ Comprehensive questions with complete details

¢ Instant Downloadable in PDF form.

e Verified Answers Researched by Industry Experts

¢ Questions accompanied by exhibits.

e Drag and Drop questions as experienced in the Actual Exams.

e These questions and answers are backed by our GUARANTEE.

¢ Questions updated on regular basis.

e Like actual certification exams our product is in multiple-choice questions (MCQs)

Commitment to Your Success: At VisualTestExam.com, we are committed to you ongoing success. Our exams and

questions are constantly being updated and compared to industry standards.
Want to earn a Microsoft certification like MCSE, MCSE 2003, CCNA, CCNP? Thinking about getting
an A+ or CCSP?

A, CCSP or Network+ Certification with less effort and time. You will be astonished at the theoretical
and practical knowledge you will acquire in such a short period of time using our Certification Training
Products. Our Study material will enable you to pass your Microsoft, Your Cisco and any other
certification on the very first attempt.

Guarantee

Visualexams provides the most competitive quality of all exams for the customers, we guarantee your
success at the first attempt with only our Certification Question&Answers, if somehow you do not pass the
exam at the first time, we will not only arrange FULL REFUND for you, but also provide you another exam
of your claim, ABSOLUTELY FREE!
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1. What are two characteristics of the SDM Security Audit wizard? (Choose two.)
A. displays a screen with Fix-it check boxes to let you choose which potential security-related configuration
changes to implement
B. has two modes of operationinteractive and non-interactive
C. automatically enables Cisco IOS firewall and Cisco I0S IPS to secure the router
D. uses interactive dialogs and prompts to implement role-based CLI
E. requires users to first identify which router interfaces connect to the inside network and which connect to

the outside network

Answer: AE

2. Which of these correctly matches the CLI command(s) to the equivalent SDM wizard that performs
similar configuration functions?

A. Cisco Common Classification Policy Language configuration commands and the SDM Site-to-Site VPN
wizard

B. auto secure exec command and the SDM One-Step Lockdown wizard

C. setup exec command and the SDM Security Audit wizard

D. class-maps, policy-maps, and service-policy configuration commands and the SDM IPS wizard

E. aaa configuration commands and the SDM Basic Firewall wizard

Answer: B

3. Refer to the exhibit. What does the option secret 5 in the username global configuration mode command

indicate about the enable secret password?

router#sh run | include username

username test secret 5 $15knm.$GOGQBILSTK77P0OLWxvX400

A. Itis hashed using SHA.
B. It is encrypted using DH group 5.
C. Itis hashed using MD5.

D. It is encrypted via the service password-encryption command.
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E. Itis hashed using a proprietary Cisco hashing algorithm.
F. It is encrypted using a proprietary Cisco encryption algorithm.

Answer: C

4. What will be disabled as a result of the no service password-recovery command?
A. changes to the config-register setting

B. ROMMON

C. password encryption service

D. aaa new-model global configuration command

E. the xmodem privilege EXEC mode command to recover the Cisco IOS image

Answer: B

5. Refer to the exhibit. Which statement is correct based on the show login command output shown?

router# show login

A default login delay of 1 seconds is applied.

Mo Quiet-Mode access list has been configured.

All successful login is logged and generate SMMP traps.

All failed login is logged and generate SNMP traps.

Router enabled to watch for login Aftacks.

If more than 2 login failures occur in 100 seconds or less, logins will be disabled for 100 seconds.
Router presently in Quiet-Mode, will remain in Quiet-Mode for 93 seconds.

Denying logins from all sources.

A. When the router goes into quiet mode, any host is permitted to access the router via Telnet, SSH, and
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HTTP, since the quiet-mode access list has not been configured.

B. The login block-for command is configured to block login hosts for 93 seconds.

C. All logins from any sources are blocked for another 193 seconds.

D. Three or more login requests have failed within the last 100 seconds.

Answer: D

6. What does level 5 in the following enable secret global configuration mode command indicate?
router#enable secret level 5 password

A. The enable secret password is hashed using MD5.

B. The enable secret password is hashed using SHA.

C. The enable secret password is encrypted using Cisco proprietary level 5 encryption.

D. Set the enable secret command to privilege level 5.

E. The enable secret password is for accessing exec privilege level 5.

Answer: E

7. During role-based CLI configuration, what must be enabled before any user views can be created?
A. multiple privilege levels

B. usernames and passwords

C. aaa new-model command

D. secret password for the root user

E. HTTP and/or HTTPS server

Answer: C

8. What is a result of securing the Cisco 10S image using the Cisco 10S image resilience feature?

A. The show version command will not show the Cisco 10S image file location.

B. The Cisco 10S image file will not be visible in the output from the show flash command.

C. When the router boots up, the Cisco 10S image will be loaded from a secured FTP location.

D. The running Cisco I0S image will be encrypted and then automatically backed up to the NVRAM.
E. The running Cisco I0S image will be encrypted and then automatically backed up to a TFTP server.

Answer: B
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9. What are three common examples of AAA implementation on Cisco routers? (Choose three.)

A. authenticating remote users who are accessing the corporate LAN through IPSec VPN connections
B. authenticating administrator access to the router console port, auxiliary port, and vty ports

C. implementing PKI to authenticate and authorize IPsec VPN peers using digital certificates

D. tracking Cisco Netflow accounting statistics

E. securing the router by locking down all unused services

F. performing router commands authorization using TACACS+

Answer: ABF

10. Refer to the exhibit. Which statement about the aaa configurations is true?

router(config# username admin privilege level 15 secret hardtOcRackPw
router(config }# aaa new-model

router(config)# aaa authentication login default tacacs+

router(config)# aaa authentication login test tacacs+ local

router(config)# line vty 0 4

router(config-line)# login authentication test

router(config-line)# line con 0

router(config-line}# end

A. The authentication method list used by the console port is named test.

B. The authentication method list used by the vty port is named test.

C. If the TACACS+ AAA server is not available, no users will be able to establish a Telnet session with the
router.

D. If the TACACS+ AAA server is not available, console access to the router can be authenticated using the
local database.

E. The local database is checked first when authenticating console and vty access to the router.

Answer: B

11. Which aaa accounting command is used to enable logging of both the start and stop records for user
terminal sessions on the router?

A. aaa accounting network start-stop tacacs+

B. aaa accounting system start-stop tacacs+

C. aaa accounting exec start-stop tacacs+

visualexams Braindumps The safer,easier way to help you pass any IT Certification exams .



; isualexams i i
HELP YOU PASS ANY IT EXAMS 5 B
D. aaa accounting connection start-stop tacacs+

E. aaa accounting commands 15 start-stop tacacs+

Answer: C

12. Which access list will permit HTTP traffic sourced from host 10.1.129.100 port 3030 destined to host
192.168.1.107?

. access-list 101 permit tcp any eq 3030

. access-list 101 permit tcp 10.1.128.0 0.0.1.255 eq 3030 192.168.1.0 0.0.0.15 eq www

. access-list 101 permit tcp 10.1.129.0 0.0.0.255 eq www 192.168.1.10 0.0.0.0 eq www

. access-list 101 permit tcp host 192.168.1.10 eq 80 10.1.0.0 0.0.255.255 eq 3030

m O O W >»

. access-list 101 permit tcp 192.168.1.10 0.0.0.0 eq 80 10.1.0.0 0.0.255.255
F. access-list 101 permit ip host 10.1.129.100 eq 3030 host 192.168.1.100 eq 80

Answer: B

13. Which four methods are used by hackers? (Choose four.)
Select 4 response(s).

A. footprint analysis attack

B. privilege escalation attack

C. buffer Unicode attack

D. front door attacks

E. social engineering attack

F. Trojan horse attack

Answer: ABEF

14. Which characteristic is the foundation of Cisco Self-Defending Network technology?
A. secure connectivity

B. threat control and containment

C. policy management

D. secure network platform

Answer: D
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15. Which location is recommended for extended or extended named ACLs?

A. an intermediate location to filter as much traffic as possible

B. a location as close to the destination traffic as possible

C. when using the established keyword, a location close to the destination point to ensure that return traffic
is allowed

D. a location as close to the source traffic as possible

Answer: D
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The World Renowned

Visualexams.com was founded in 2006. The safer,easier
way to help you pass any IT Certification exams . We
provide high quality IT Certification exams practice
questions and answers(Q&A). Especially Adobe, Apple,
Citrix, Comptia, EMC, HP, HuaWei, LPI, Nortel,
Oracle, SUN, Vmware and so on. And help you pass any

IT Certification exams at the first try.

You can reach us at any of the email addresses listed

below.
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