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1. You have just navigated to a Web site that requires a Secure Sockets Layer (SSL) connection. Before 

you can begin this session, however, you receive a warning that the certificate is not recognized as valid. 

Why have you received this warning? 

A. The Web server to which you are connecting has experienced a brute-force attack that has led to a buffer 

overflow. 

B. Your browser is not current and only supports the Transport Layer Security (TLS) protocol. 

C. The network you are using has a firewall that forbids the type of transaction necessary to complete a 

Secure Sockets Layer (SSL) session. 

D. Your browser does not contain the information for the certificate authority used to sign the Web servers 

certificate. 

Answer: D 

 

2. Mike is able to check his Web-based e-mail using his cell phone. Which protocol allows his cell phone to 

connect to the Internet? 

A. Post Office Protocol (POP3) 

B. Wireless access point (AP) 

C. Wireless Application Protocol (WAP) 

D. Multipurpose Internet Mail Extensions (MIME) 

Answer: C 

 

3. Which of the following is a junction between one high-speed network and another? 

A. Router 

B. Switch 

C. Wide area network (WAN) 

D. Internet Exchange Point (IXP) 

Answer: D 

 

4. Each system in a TCP/IP network must be configured with an IP address and a subnet mask. The subnet 

mask identifies what parts of an IP address? 

A. Source and destination 
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B. Loopback and broadcast 

C. The number of bytes per field 

D. Network portion and host portion 

Answer: D 

 

5. Which common peripheral connection port can support up to 127 peripherals, and support speeds of up 

to 480 Kbps? 

A. USB 1.0 

B. USB 2.0 

C. IEEE 1394 

D. Game Port 

Answer: B 

 

6. The browser-safe palette contains how many colors available for use in HTML documents? 

A. 216 Colors 

B. 256 Colors 

C. 16 Million Colors 

D. 32 Million Colors 

Answer: A 

 

7. Chris and his Web development team are beginning a Web site project. What is the first step in this 

project? 

A. Create a site map. 

B. Submit the site URL to search engines. 

C. Develop markup code and test functionality. 

D. Document the site's purpose and intended audience. 

Answer: D 

 

8. Lisa has programmed her company's router to recognize several internal networks. Which job title best 

describes her responsibilities? 
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A. Network engineer 

B. Security manager 

C. Server administrator 

D. Help desk technician 

Answer: A 

 

9. Angel is a member of the Web development team. She is responsible for developing the overall plan of 

the Web site. What is Angel's job role? 

A. Web analyst 

B. Web designer 

C. Web architect 

D. Web manager 

Answer: C 

 

10. Which of the following is absolutely necessary in order to connect to the Internet? 

A. A VPN 

B. TCP/IP 

C. A network cable 

D. A static IP address 

Answer: B 

 

11. Which of the following is the best example of a client? 

A. An FTP site receiving a file 

B. A database fulfilling a query 

C. A workstation sharing a directory 

D. A Web browser querying a database 

Answer: D 

 

12. In the client/server model, a client can access information from any server if: 

A. both the client and server understand the protocol. 
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B. both the client and the LAN understand the protocol. 

C. both the LAN and the WAN understand the protocol. 

D. both the server and the LAN understand the protocol. 

Answer: A 

 

13. Which term is used to describe the amount of information, sometimes called traffic, that can be carried 

on a network at one time? 

A. Kilobit 

B. Packet 

C. Megabit 

D. Bandwidth 

Answer: D 

 

14. Chris works on the Web team for his company. He updates the company Web site at the IP address 

12.42.192.73. On Chris's business cards, he uses the URL www.CIWcertified.com instead of the IP address 

for the company site. Which technology allows both the URL and the IP address to refer to the same Web 

site? 

A. Network Access Point (NAP) 

B. Domain Name System (DNS) 

C. Internet Service Provider (ISP) 

D. Uniform Resource Identifier (URI) 

Answer: B 

 

15. Which protocol is used to transmit files across the Web to be rendered by a Web browser? 

A. Internet Protocol (IP) 

B. Hypertext Transfer Protocol (HTTP) 

C. Transmission Control Protocol (TCP) 

D. Point-to-Point Tunneling Protocol (PPTP) 

Answer: B 
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